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Recognizing and Avoiding Job

Scams on Handshake

What do | look out for in job scam emails?

If you receive a direct email containing any of
the following, you may want to assume that it is
NOT a credible job offer:

Typos, misspelling, incorrect capitalization
or grammar.

A request to provide personal information
over email before an interview.

Someone contacts you directly through a
university email but then requests that you
change to a different email.

A professor/department reaches out
looking for a “personal assistant”. The
university has approved means for posting
jobs which go through a vetting process.
Offers a large payment for limited work
(seems too good to be true).

Asks you to purchase items or cash a
check for them and keep some of the
money for yourself.

Offers a job before interviewing.

e

www.svsu.edu/careers

What do | do if | receive a Fraudulent
job?

If you receive such a fraudulent email (even
if it's from an @svsu.edu account) or find a
questionable job posted on a university site,
please do the following:

e Forward the email or a link to the
questionable job posting to Career
Services (careers@svsu.edu).

e Do not respond or click any contained
links.

¢ |f you already sent information, or
clicked on any suspicious links, please
change your network password
immediately: https://appsc.svsu.edu/
passwordselfservice/

e Never share bank or personal
information over email. If this
information has been shared you
should:

o File a complaint with the police.

o Notify your bank if you have
done any financial transactions,
e.g., cashed one of their
checks.

o Contact your phone carrier to
learn how to block calls and/or
get a new phone number (if you
gave out your cell phone
number).

o File a Report with the FTC.
Please report the job scam to
the Federal Trade Commission,
the nation's consumer
protection agency, which
collects complaints about
companies, business practices,
and identity theft. You can do
this here.
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